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Abstract 

The transformative potential of artificial intelligence in healthcare has generated 

substantial enthusiasm among researchers, clinicians, and policymakers. AI 

applications in diagnosis, treatment, monitoring, and research promise significant 

benefits for patient care, health outcomes, and scientific discovery. However, the 

realization of these benefits depends critically on the development of policy and 

legislative frameworks capable of balancing innovation with the protection of 

individual rights and public interests. Current regulatory frameworks, including the 

GDPR, provide foundational protections for data privacy and individual rights. 

However, these frameworks were not designed specifically for AI applications in 

healthcare and may inadequately address the unique challenges presented by AI. Gaps 

in legislation and policy include insufficient attention to formal regulation, limited 

international coordination, inadequate consumer education, and insufficient ethical-

legal support for researchers. This article examines policy and legislative challenges in 

AI healthcare applications, analyzing current regulatory gaps and proposing 

recommendations for reform. The analysis draws on contemporary scholarship to 

identify critical policy issues and develop a comprehensive policy framework. The 

GDPR is considered as a foundation for data protection that must be extended and 

refined to address the specific challenges of AI in healthcare. 

Introduction  

Current Regulatory Landscape 

The GDPR Framework 

The GDPR provides a comprehensive framework for data protection that directly 

impacts AI applications in healthcare. Key provisions include data protection principles 

(lawfulness, fairness, transparency, purpose limitation, data minimization, accuracy, 

storage limitation, integrity, and accountability), individual rights (access, rectification, 

erasure, restriction, portability, and objection), and accountability mechanisms (data 

protection impact assessments, records of processing, and breach notification). 

The GDPR applies to AI applications that process personal data in healthcare contexts, 

establishing requirements for data collection, processing, storage, and sharing. 
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Compliance with these requirements is essential for AI development and deployment. 

However, the application of GDPR provisions to the specific characteristics of AI in 

healthcare remains ambiguous, creating uncertainty for developers, researchers, and 

healthcare providers. 

Other Relevant Regulations 

Beyond the GDPR, AI in healthcare is subject to additional regulations including 

medical device regulations, clinical research regulations, and professional standards. 

Medical device regulations classify AI applications as medical devices, subjecting them 

to pre-market approval, post-market surveillance, and quality management 

requirements. Clinical research regulations establish requirements for research 

involving human subjects, including informed consent, ethical review, and data 

protection. 

Professional standards in healthcare also apply to AI applications, with professional 

bodies establishing requirements for clinical competence, ethical practice, and quality 

improvement. These standards may address AI indirectly through broader requirements 

for clinical decision-making, patient communication, and professional accountability. 

Regulatory Gaps 

Despite the existing regulatory framework, significant gaps remain in addressing AI in 

healthcare. Formal regulation of AI is limited, with few specific provisions addressing 

the unique characteristics of AI applications. International coordination is limited, 

creating challenges for cross-border AI development and deployment. Consumer 

education regarding AI in healthcare is inadequate, limiting informed participation and 

trust. Ethical-legal support for researchers is insufficient, creating challenges for 

compliance and responsible innovation. 

The balance between open science principles (FAIR data) and data protection 

requirements (GDPR) presents particular challenges. Technical and organizational 

mechanisms for reconciling these frameworks are needed but remain underdeveloped. 

Policy Recommendations 

Formal AI Legislation 

Comprehensive AI legislation is needed to address the specific challenges of AI in 

healthcare. Such legislation should establish requirements for AI system safety, 

transparency, accountability, and fairness. Requirements should be proportionate to 

risk, with more rigorous requirements for high-risk applications. The proposed EU AI 

Act provides a model for such legislation, with risk-based classification and 

requirements for transparency, robustness, and human oversight. 

Formal AI legislation should address the specific characteristics of healthcare AI, 
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including requirements for clinical validation, professional oversight, and patient 

engagement. Legislation should provide clarity on liability for AI-related harm and 

establish mechanisms for ongoing monitoring and enforcement. 

Federal Privacy Legislation 

Comprehensive federal privacy legislation is needed to address gaps in data protection 

for AI in healthcare. While the GDPR provides a model for data protection, similar 

legislation is needed in jurisdictions without comprehensive privacy frameworks. 

Federal privacy legislation should establish requirements for data collection, 

processing, storage, sharing, and individual rights. 

Privacy legislation should address the specific challenges of AI in healthcare, including 

consent for AI-specific uses, data minimization for AI training, and transparency 

regarding AI decision-making. Legislation should provide individuals with meaningful 

control over their data while enabling beneficial AI applications. 

International Regulatory Coordination 

International regulatory coordination is essential for AI in healthcare, given the cross-

border nature of AI development, data flows, and clinical applications. Coordination 

should address divergence in regulatory requirements, facilitate mutual recognition of 

compliance, and prevent regulatory arbitrage. 

International coordination mechanisms include treaties, standards, regulatory 

dialogues, and harmonization initiatives. The GDPR has influenced regulatory 

frameworks globally, but additional coordination is needed to address the specific 

challenges of AI in healthcare. International standards for AI in healthcare can facilitate 

interoperability and regulatory harmonization. 

Consumer Education and Engagement 

Understanding AI in Healthcare 

Consumer education is essential for informed participation in AI-enabled healthcare. 

Patients must understand what AI is, how it is used in their care, what the benefits and 

risks are, and what their rights are. This understanding is prerequisite to informed 

consent, trust, and meaningful participation in healthcare decision-making. 

Education should address the capabilities and limitations of AI, the role of human 

oversight, the use of personal data in AI, and the mechanisms for contesting AI 

decisions. Education should be accessible to individuals with varying health literacy, 

linguistic backgrounds, and technological familiarity. 

Consent and AI 

Consent mechanisms for AI in healthcare must be designed to support informed 
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decision-making. Consent should address the use of AI in care, the use of data for AI 

development, and the mechanisms for challenging AI decisions. Consent should be 

voluntary, informed, and revocable. 

Dynamic consent mechanisms, which enable ongoing engagement and choice, may be 

appropriate for AI in healthcare where future uses are difficult to specify. Trust in AI-

enabled healthcare depends on transparent, respectful engagement with patients. 

Complaints and Redress 

Mechanisms for complaints and redress are essential for accountability in AI-enabled 

healthcare. Patients must have accessible processes for raising concerns, challenging 

decisions, and seeking remedy for harm. Complaint mechanisms should be available 

and accessible to all patients, regardless of resources or circumstances. 

The GDPR's complaint mechanisms provide a foundation for accountability, with rights 

of complaint to data protection authorities and courts. However, specific mechanisms 

are needed for AI-related concerns, including challenges to algorithmic decisions, 

complaints about AI-generated errors, and redress for AI-related harm. 

Ethical-Legal Support for Research 

Interdisciplinary Collaboration 

Ethical-legal support for AI research requires interdisciplinary collaboration between 

computer scientists, healthcare professionals, legal experts, and ethicists. This 

collaboration is essential for identifying ethical-legal issues, developing compliance 

strategies, and ensuring responsible innovation. 

Research institutions should provide coherent ethical-legal support to core research to 

promote ethical-legal compliance. Support mechanisms include ethical-legal review, 

training, consultation, and monitoring. Interdisciplinary teams should be available to 

address ethical-legal issues throughout the research lifecycle. 

Compliance Support 

Compliance support for AI research includes guidance on regulatory requirements, 

assistance with compliance mechanisms, and monitoring of compliance. Researchers 

must understand their obligations under GDPR and other regulations and have support 

for implementing compliance mechanisms. 

The 'accountable Ulysses' standard has been proposed as an approach to accountability 

in health-related data research. This standard requires interdisciplinary dialogue, clear 

data protection plans, suitable technical and organizational measures, and secure data 

management strategies. Research institutions should provide coherent ethical-legal 

support to core research to promote ethical-legal compliance. 
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Responsible Innovation 

Responsible innovation in AI research requires attention to ethical, legal, and social 

implications throughout the research lifecycle. Research should be conducted in 

accordance with ethical principles, regulatory requirements, and social values. 

Responsible innovation requires engagement with stakeholders, including patients, 

communities, and the public. 

Ethical-legal support for responsible innovation includes ethical review, stakeholder 

engagement, impact assessment, and monitoring. Researchers should be trained in 

responsible innovation practices and have access to support for implementing them. 

Conclusion 

Policy and legislative frameworks for AI in healthcare must balance innovation with 

the protection of individual rights and public interests. Current regulatory frameworks, 

including the GDPR, provide a foundation for data protection but inadequately address 

the specific challenges of AI in healthcare. Significant gaps remain in formal regulation, 

international coordination, consumer education, and ethical-legal support. This article 

has proposed a comprehensive policy framework including formal AI legislation, 

federal privacy legislation, international regulatory coordination, consumer education, 

ethical-legal support for research, and balanced approaches to open science and data 

protection. Implementation of these recommendations requires ongoing stakeholder 

engagement, institutional commitment, and regulatory evolution. The future of AI in 

healthcare depends on policy frameworks that enable beneficial innovation while 

protecting individual rights, promoting equity, and building public trust. Researchers, 

policymakers, practitioners, and other stakeholders must work together to develop and 

implement such frameworks. 
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