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Abstract 
Artificial intelligence is becoming part of public administration, critical services, transport, energy 

systems, and other forms of digital infrastructure. Yet many governance programmes still rely on 

broad commitments to fairness, transparency, privacy, and accountability without specifying how 

those commitments should be implemented, tested, and evidenced. This review examines the 

transition from principle-based governance to operational assurance. It draws on the thematic 

findings of a large systematic synthesis that retained 95 high-quality studies and frameworks 

published during the rapid expansion of AI governance research from 2020 to mid-2025. The 

literature shows a clear imbalance: privacy and ethics receive substantial attention, while 

operational security, bias control, accountability mechanisms, resilience, automation, and 

implementation costs are handled inconsistently. The review develops a practical interpretation of 

a three-layer governance architecture built around principles, controls, and evidence. It explains 

how organisations can translate values into technical and managerial safeguards, then demonstrate 

performance through logs, impact assessments, testing reports, monitoring records, and audit trails. 

The analysis also considers the relevance of this architecture to Sustainable Development Goal 9, 

particularly the need for reliable, inclusive, and resilient digital infrastructure. The central argument 

is that trustworthy AI cannot be achieved by publishing ethical principles alone. It depends on a 

repeatable operating model that assigns responsibility, matches controls to risk, collects verifiable 

evidence, and improves continuously across the AI lifecycle. 
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Introduction 

Artificial intelligence is no longer confined to experimental laboratories or isolated commercial 

applications. Public agencies, utilities, health systems, transport networks, financial platforms, 

smart buildings, and digital government services increasingly use AI to classify information, 

forecast demand, detect anomalies, allocate resources, and support decisions. This spread creates 

real opportunities for speed, efficiency, and innovation. It also raises a basic governance question: 

how can institutions prove that an AI system remains lawful, secure, fair, and dependable after 

deployment? 

The governance debate initially developed around high-level values. Fairness, privacy, 

transparency, accountability, and human oversight became common features of policy documents 

and ethics codes. These principles remain important because they express the social conditions 

under which AI should be accepted. The difficulty is that principles do not automatically create safe 

systems. A statement that an organisation values privacy does not explain how re-identification risk 
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will be measured. A commitment to accountability does not establish who approves a high-risk 

model, who maintains the audit trail, or who responds when the system causes harm. Likewise, a 

promise of transparency does not determine which technical information should be disclosed, to 

whom, and at what level of detail. 

This distance between values and implementation is often described as the principles-to-practice or 

operationalisation gap. It has become one of the most persistent weaknesses in AI governance. 

Many frameworks are strong at expressing aspirations but weak at defining controls, evidence, 

ownership, and escalation procedures. The result is fragmented oversight: ethics teams may focus 

on values, legal teams on compliance, security teams on threats, and technical teams on model 

performance, while no single process brings these responsibilities together. This review explains 

how operational governance can close that gap and support sustainable digital infrastructure. 

Review Scope and Analytical Basis 

This article is a structured narrative review based on the evidence and analytical themes contained 

in the supplied systematic review of AI governance and cybersecurity frameworks. The underlying 

study used a transparent screening process and ultimately retained 95 high-quality studies and 

governance frameworks. It examined developments from 2020 to June 2025, a period marked by 

rapid growth in generative AI, new regulatory initiatives, and increasing concern about AI-enabled 

public services and critical infrastructure. 

The source synthesis assessed several governance dimensions, including privacy, ethics, 

accountability, security, bias, performance, precision, integration, resilience, automation, 

customisation, participation, and cost. It also used co-occurrence analysis, principal component 

analysis, and clustering to show how governance approaches group together. Two broad 

orientations dominated the literature. One group concentrated on privacy and ethics, while another 

emphasised risk and compliance. A much smaller set combined human values, legal duties, and 

technical assurance in a balanced way. 

The present review reorganises those findings around a practical question: what must an 

organisation do to transform AI governance from a policy statement into a functioning management 

system? It does not claim to be a separate systematic search. Instead, it critically interprets the 

source evidence and develops a complete operational account of governance design, 

implementation, assurance, and continuous improvement. 

The Evolution of AI Governance 

Early AI governance relied heavily on codes of ethics and voluntary principles. These documents 

were useful because they established a common language for responsible innovation. They also 

helped policymakers recognise that AI risk extends beyond technical accuracy. A model can be 

statistically strong yet still be unfair, intrusive, impossible to challenge, or vulnerable to 

manipulation. Ethical principles therefore widened the discussion from model performance to 

social legitimacy. 

As deployment expanded, however, limitations became clearer. Principle-led guidance often lacked 

thresholds, procedures, metrics, and evidence requirements. Institutions could endorse fairness 

without defining the protected groups to be assessed, the acceptable disparity threshold, or the 
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action required when a threshold was exceeded. They could support transparency without 

producing model cards, decision logs, data lineage records, or explanations suitable for affected 

citizens. They could promise human oversight while placing nominal reviewers in workflows 

where there was no time, authority, or information to intervene. 

The literature now shows a shift toward socio-technical governance. This approach treats AI as part 

of an institutional system rather than as a self-contained algorithm. Governance therefore covers 

data collection, model development, procurement, testing, deployment, monitoring, incident 

management, retirement, and public accountability. It connects technical teams with legal, 

operational, ethical, and managerial functions. It also recognises that controls must vary according 

to context. A low-impact internal forecasting tool does not require the same safeguards as an AI 

system that affects access to healthcare, public benefits, employment, policing, or essential 

infrastructure. 

A mature governance programme combines stable principles with adaptable controls. Principles 

create consistency across the organisation. Controls translate those principles into actions. Evidence 

shows whether the actions were performed and whether they worked. This three-part sequence 

provides the foundation for operational assurance. 

Core Governance Dimensions 

Operational governance must integrate several dimensions that are frequently separated in policy 

and research. Privacy governs the lawful and proportionate use of data. Ethics addresses fairness, 

human dignity, non-discrimination, and acceptable social purpose. Accountability allocates 

responsibility and ensures that decisions can be traced, reviewed, and challenged. Security protects 

data, models, interfaces, and infrastructure against manipulation or failure. Bias governance 

examines unequal outcomes and the conditions that produce them. Transparency supports 

explanation, documentation, and informed oversight. Participation brings affected communities 

and domain experts into design and evaluation. 

The source evidence indicates that privacy and ethics are more mature than many other dimensions. 

A large majority of reviewed frameworks provided substantial privacy guidance, and more than 

half offered strong ethical coverage. Yet control-oriented areas were less developed. Security, 

resilience, customisation, automation, bias mitigation, and implementation cost were often 

addressed at a general level or omitted. This imbalance matters because a system may comply with 

a privacy policy while remaining vulnerable to adversarial attacks. It may undergo an ethics review 

without continuous bias monitoring. It may publish an explanation while lacking clear 

responsibility for correction. 

The dimensions also interact. Increasing transparency may support accountability but expose 

sensitive details about a model’s architecture or security controls. Strong privacy protection may 

reduce access to attributes needed for fairness testing. Automation can improve consistency but 

weaken meaningful human review. Governance should therefore manage trade-offs openly rather 

than treating each principle as independent. Decisions about these tensions need documented 

reasoning, named owners, and evidence that alternative options were considered. 
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Governance 

principle 
Operational control Evidence for assurance 

Privacy Data minimisation, purpose 

limitation, access control, retention 

rules, re-identification testing 

Data inventory, privacy impact 

assessment, access logs, deletion 

records, test results 

Fairness Representative data review, subgroup 

testing, bias thresholds, remediation 

workflow 

Dataset profile, fairness metrics, 

exception register, corrective-action 

record 

Transparency Model documentation, user notices, 

explanation design, provenance 

tracking 

Model card, decision log, explanation 

samples, data lineage record 

Accountability Named owners, approval gates, 

escalation routes, independent review 

Responsibility matrix, approval 

record, meeting minutes, audit 

findings 

Security Threat modelling, adversarial testing, 

secure deployment, incident response 

Threat assessment, red-team report, 

monitoring alerts, incident report 

Participation Stakeholder consultation, user 

testing, complaint and appeal 

channels 

Consultation summary, usability 

results, complaint register, response 

record 

 

A Three-Layer Governance Architecture 

The principles layer defines the values and obligations that apply across the organisation. It should 

be concise, stable, and endorsed by senior leadership. Typical principles include fairness, privacy, 

accountability, transparency, safety, participation, and respect for human rights. The purpose of this 

layer is not to describe every procedure. It creates the standard against which decisions and controls 

can be judged. 

The controls layer converts those principles into practical safeguards. Controls may be technical, 

organisational, contractual, or procedural. Examples include role-based access, differential privacy, 

data quality checks, bias testing, model validation, human approval for consequential decisions, 

vendor due diligence, adversarial testing, incident response, and change management. Each control 

needs a clear owner, trigger, frequency, and acceptance criterion. Without these details, a control 

remains an aspiration. 

The evidence layer demonstrates that controls exist and operate effectively. Evidence may include 

audit logs, model cards, testing results, risk assessments, data protection impact assessments, 

incident records, approval documents, monitoring dashboards, and independent review reports. 

Evidence should be retained in a form that supports internal assurance, external audit, regulatory 

inquiry, and public accountability where appropriate. The most important feature of this layer is 
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traceability. An organisation should be able to connect a principle to a control, a control to an owner, 

an owner to an action, and the action to a record. 

These layers should operate as a loop rather than a one-time sequence. Monitoring may reveal that 

a control is ineffective or that the system’s context has changed. The organisation then revises the 

control, updates the risk assessment, and records the decision. Continuous improvement is 

especially important for AI because models and data environments can drift after deployment. 

Institutional Implementation 

Operational governance needs an organisational structure that prevents responsibility from 

becoming diffuse. Senior leadership should set risk appetite and approve the governance policy. A 

cross-functional AI governance committee can review high-risk use cases, resolve conflicts, and 

monitor organisation-wide trends. System owners remain responsible for individual deployments. 

Technical teams provide validation and monitoring, while legal, privacy, security, ethics, and 

domain specialists assess risks within their areas. Internal audit or an independent assurance 

function tests whether the governance process works as designed. 

A practical implementation begins with an inventory of AI systems. Institutions cannot govern 

systems they have not identified. The inventory should record purpose, owner, data sources, 

affected groups, model type, vendor involvement, decision impact, deployment environment, and 

risk classification. Each system then passes through proportionate review gates. Low-risk tools may 

require basic documentation and security checks. Higher-risk systems need formal impact 

assessments, independent testing, senior approval, human oversight, and enhanced monitoring. 

Procurement is a critical control point. Public bodies and infrastructure operators often acquire AI 

services from vendors, yet accountability cannot be outsourced. Contracts should require 

documentation, access to testing evidence, incident notification, data-use restrictions, change 

disclosure, and cooperation with audits. The organisation also needs an exit plan so that essential 

services do not become dependent on an opaque or unsupported system. 

Training completes the operating model. Staff must understand not only general ethics but also the 

procedures that apply to their roles. Developers need secure design and documentation skills. 

Managers need to recognise when risk classification or escalation is required. Human reviewers 

need the time, information, and authority to challenge automated outputs. Frontline staff need clear 

routes for reporting errors and citizen complaints. 

Contribution to Sustainable Digital Infrastructure 

Sustainable digital infrastructure is not simply energy-efficient or technologically advanced. It must 

remain dependable, inclusive, secure, and maintainable over time. AI governance contributes to 

these goals by reducing avoidable failures, protecting public trust, and supporting responsible 

innovation. In smart grids, governed AI can improve demand forecasting without exposing 

household data or creating unsafe automated responses. In structural health monitoring, it can 

support early detection of damage while maintaining data integrity and clear responsibility for 

engineering decisions. In smart buildings, it can optimise energy use while preserving privacy and 

ensuring that automated controls remain safe. 
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The link to Sustainable Development Goal 9 is direct. Resilient infrastructure depends on systems 

that can withstand disruption, recover from incidents, and continue delivering essential services. 

Inclusive innovation requires attention to unequal impacts and participation by affected groups. 

Sustainable industrial development requires repeatable assurance rather than ad hoc 

experimentation. A principles-controls-evidence model supports each of these aims because it turns 

responsible AI into an engineering and management discipline. 

Governance can also reduce waste. Poorly controlled AI projects often fail after significant 

investment because data quality, legal constraints, security risks, or public acceptance were 

considered too late. Early risk classification and evidence requirements help organisations identify 

unsuitable projects, redesign risky features, and focus resources where value is credible. Good 

governance therefore does not merely restrict innovation. It improves the quality and durability of 

innovation. 

Challenges, Limitations, and Future Research 

Several barriers remain. First, institutions may adopt governance documents without changing 

incentives or workflows. Teams under pressure to deploy quickly may treat reviews as 

administrative obstacles. Second, small organisations may lack specialist staff and testing 

resources. Shared control libraries, sector guidance, and independent assurance services could 

reduce this burden. Third, evidence requirements can become excessive if they are not 

proportionate to risk. A risk-tiered approach is needed so that routine tools are not governed like 

critical systems. 

The evidence base also has limitations. The underlying literature is concentrated in digital 

government and related journals, and many frameworks remain conceptual rather than empirically 

tested over long periods. The three-layer model is logically grounded and practical, but its 

effectiveness should be evaluated through implementation studies, comparative audits, and incident 

data. Research should examine which controls meaningfully reduce harm, which evidence is most 

useful to regulators and the public, and how governance costs vary across sectors. 

Future work should also develop automated assurance tools. Continuous monitoring could detect 

performance drift, unusual access patterns, bias changes, or adversarial behaviour. Yet automation 

of governance must itself be governed. Monitoring tools need validation, access controls, and 

human review. The goal should be better evidence and faster response, not the replacement of 

accountable judgement. 

Conclusion 

AI governance becomes credible when an organisation can show how its values shape real 

decisions, controls, and records. The reviewed literature demonstrates that privacy and ethics have 

gained strong recognition, but operational security, accountability, bias mitigation, resilience, 

participation, and implementation guidance remain uneven. This imbalance explains why many 

frameworks appear responsible on paper yet offer limited assurance in practice. A three-layer 

architecture provides a clear response. Principles define what the organisation stands for. Controls 

specify what people and systems must do. Evidence demonstrates that the controls were applied 

and that outcomes were monitored. Combined with risk classification, assigned ownership, 
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lifecycle review, and continuous improvement, this architecture can support trustworthy AI across 

public services and critical infrastructure. The wider implication is that governance should be 

treated as part of system engineering, not as a final compliance exercise. When governance is built 

into design, procurement, deployment, monitoring, and retirement, it strengthens both innovation 

and sustainability. It helps institutions create AI systems that are not only capable, but also secure, 

explainable, accountable, inclusive, and resilient over time. 
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